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INTRODUCTION 

Computer networks are being developed or planned all over the 
world, using packet switching technology as a communication medium 
between computers and/or terminals. End-to-end protocols (often 
called "Host-HOst" protocols) are installed on top of the packet 
switching service to provide users with an interprocess communication 
f a c i l i t g .  

S ince  users  of one network do not want to be t i e d  to a s i n g l e  
m a n u f a c t u r e r ,  theg need an end - to -end  p r o t o c o l  t ha t  can be used on 
s e v e r a l  tgpes of  computer.  Since networks ~ i l l  sooner or  l a t e r  be 
i n t e r c o n n e c t e d ,  t he re  is  a s t rong  need fo r  a s tanda rd  e n d - t o - e n d  
p r o t o c o l  t h a t  cou ld  be used fo r  i n t e r p r o c e s s  communicat ion.  

Network interconnection issues have been especiallg addressed 
~ i t h i n  Working Group 6.I of the I n t e r n a t i o n a l  F e d e r a t i o n  o f  
I n f o r m a t i o n  P rocess ing  ( [ F I P ) ,  and severa l  p roposa ls  have been made 
and d i s c u s s e d  w i t h i n  tha t  group [INWG61, INWD72, INWG74, CEKA74, 
INWPi6, INWP20, INWP21]. A convergence of ideas has gradually 
emerged, leading to the present common proposal for a standard 
end-to-end protocol. 

NETWORK ARCHITECTURE AND TERMINOLOGY 

In a network, 'since computers as well as terminals can be grouped 
and organized in various ~ags (e.g. one computer mag contain several 
egstems or one system can be made of several computers), we introduce 
the notion of a VIRTUAL HOST. A virtual host is a collection of 
resources appearing as a elngle entity to the subnetuork that 
transfers packets sent by a source virtual host to a destination 
virtual host. Usuallg, several entities such as jobs, processes, 
terminals, and so on, (processes for short) will be sharing the 
virtual host resources (i.e., most sgstems are multiprogrammed). 
Those processes have to share the interface with the subnetwork. 
Moreover, packet switching will be considered too baslc for some of 
them. Therefore, each virtual host will contain a TRANSPORT STATION 
(TS) responsible for multiplexing the interface to the subnetwork and 
"adding value" to the packet switching service. Transport statlons 
cooperate according to a TRANSPORT PROTOCOL (Fig. i). 
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PORTS and ASSOCIATIONS 

The packet switching metwork carries packets from a source TS to 
a destination TS, both of which are identified ~ithin the packet 
header by their addresses (Fig. 2). 

The f i n a l  users of the in fo rmat ion  c a r r i e d  w i t h i n  packets  are 
SUBSCRIBERS whose i d e n t i f i c a t i o n  must a lso be assoc ia ted  w i t h  the 
p i sces  of i n fo rma t i on  in t r a n s i t  (note that  our use of the term 
" s u b s c r i b e r "  app l i es  to a customer of the t r anspo r t  s t a t i o n ,  r a t h e r  
than to a d i r e c t  customer of the packet sw i tch ing  ne twork ) .  S ince  
each sgstem has i t s  own ~ag of naming ( i d e n t i f g i n g )  i t s  s u b s c r i b e r s '  
processes, resources, and I/0 streams, we introduce an interprocess 
communication name space made of PORTS (PT's). As seen from the 
communicat ions s lde,  a t ranspor t  s t a t i o n  is  jus t  a c o l l e c t i o n  of  p o r t s  
{F ig .  3) .  

Por ts  are i d e n t i f i e d  bg a 1T b i t  por t  i d e n t i f i e r .  In a TS, p o r t  
i d e n t i f i e r s  are l o c a l l g  associated wi th  i n t e r n a l  names f o r  
communicat ion purposes. That mapping w i l l  have to be done d g n a m i c a l l g  
in some cases, but i t  is  recommended that  i t  be done s t a t i c a l l g  when 
p o s s i b l e ,  to avoid the problems of synchron iz ing  the dgnamic 
a l l o c a t i o n  of names ~n a d i s t r i b u t e d  environment. 

A transport station subscriber is identified bg the high order 
bits of the port identifier. The low order bits of the port 
i d e n t i f i e r  represent  the PORT NUMBER H i t h i n  the subsc r i be r .  I t  Is 
recommended that  in ang implementat ion, the por t  number be at  l e a s t  4 
b i t s ,  but we do not r u l e  out a larger  s ize  (see F ig .  4 ) .  
Fur thermore ,  we make no i m p l i c a t i o n  that  the mapping from s u b s c r i b e r  
i d e n t i f i  to process or job be uni form throughout a l l  TS 
imp lementa t ions .  Nor do we i n s i s t  that  use be made, bg h ighe r  l e v e l  
p r o t o c o l s ,  of the proposed adjacencg of por t  numbers ~ i t h i n  a 
subscriber. However, this adjacencg can be a convenience for some 
higher level protocols. 

A subset of the por t  i d e n t i f i e r s  (0-255, for  example) should be 
set  as ide  for  use as "wel l -known por ts "  (mainlg devoted to s tanda rd  
services such as loggers, file transfer service, host status 
reporting, remote job entrg, etc). Aside from these recommendatione, 
the association of port identifiers Hith subscriber I/0 channels is 
left to the discretion of the protocol implementer. 

For t h e  sake of s i m p l i c i t g ,  each packet conta ins  onlg i n f o r m a t i o n  
going from a s i ng l e  source port  to a s i ng l e  d e s t i n a t i o n  p o r t .  
Accord ing  to the DATAGRAM format proposed bg IFIP ~G 6.1 to CCITT 
(INWG83}, por t  numbers are placed in the low order b i t s  of the source 
and d e s t i n a t i o n  address f i e l d s  (Fig.  S). 
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The t r a n s p o r t  s t a t i o n  can now be c o n s i d e r e d  as an e x t e n s i o n  o f  
t he  packe t  s w i t c h i n g  network  up to the p o r t  l e v e l ,  and a se t  o f  
p o r t - t o - p o r t  mechanisms p r o v i d i n g  the va lue  added s e r v i c e s .  P o r t s  
w h i c h  w i sh  to communicate w i t h  each o t h e r  must somehow become 
" a s s o c i a t e d . "  The ASSOCIATION of  a p a i r  of  p o r t s  i s  c o n t r o l l e d  bg t he  
p o r t - t o - p o r t  p r o t o c o l .  An a s s o c i a t i o n  is  f u l l - d u p l e x ,  and ie  
i d e n t i f i e d  bg the c o m b i n a t i o n  of a source and d e s t i n a t i o n  a d d r e s s .  
S i n c e  p o r t  addresses  ( i n c l u d i n g  a TS i d e n t i f i e r )  c o n s t i t u t e  a minimum 
n e t w o r k - w i d e  name space, theg H i l t  advan tageous lg  be used as a 
n e t w o r k - w i d e  naming scheme fo r  f u n c t i o n s ,  s e r v i c e s  or r e s o u r c e s  ( e . g .  
a t ime  s h a r i n g  sgstem can be i d e n t i f i e d  w i t h  a we l l  known p o r t ,  o r  a 
t e r m i n a l  can be i d e n t i f i e d  w i t h  a p o r t ) .  Th i s  i s  q u i t e  s i m i l a r  to  
~ha t  happens in  the t e l ephone  sgstem where a compang as w e l l  as an 
i n d i v i d u a l  can be i d e n t i f i e d  w i t h  a phone number. As seen f rom t he  
o u t s i d e ,  the phone number o f  a compang is  s h a r a b l e ,  s i n c e  s e v e r a l  
c o n v e r s a t i o n s  can proceed at  the same t ime,  and the c a l l e r  does n o t  
have to  wo r rg  abou t  a l r e a d g  e x i s t i n g  c o n v e r s a t i o n s .  C o n v e r s e l g ,  t he  
phone number o f  an i n d i v i d u a l  i s  not  s h a r a b l e ,  s i n c e  he can p r o c e s s  
o n l g  one c o n v e r s a t i o n  at  a t ime.  

The same p h i l o s o p h g  can be a p p l i e d  to p o r t s .  If a p o r t  i s  t he  
access means to a sharable resource {e.g. a time sharing sgstem}, 
t h a t  p o r t  shou ld  be sha rab le ,  i . e .  ab le  to h a n d l e  s e v e r a l  
a s s o c i a t i o n s  a t  the same t ime.  The naming c o n v e n t i o n s  f o r  an 
a s s o c i a t i o n  make i t  p o s s i b l e  f o r  ang p o r t  to be shared  bg s e v e r a l  
a s s o c i a t i o n s ,  as shown in  F i g .  ~. 
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LETTERS 

The t r anspo r t  pro toco l  prov ides for  t r a n s f e r  of l e t t e r s  (LT) from 
one po r t  to another w i t h i n  the context  of an a s s o c i a t i o n .  A l e t t e r  i s  
a v a r i a b l e  length piece of in format ion  wi th  a maximum s i ze  of  over 25 
thousand oc te t s  of data. The idea is that  almost ang phgs ica l  r eco rd  
can be placed in a l e t t e r ,  thus avo id ing the f r agmen ta t i on  o f  
meaningfu l  data at  the subscr iber  l eve l .  Thus, the l e t t e r  i s  g i ven  as 
a whole bg the sending process, fragmented i f  necesearg i n to  s e v e r a l  
packets  bg the t ranspor t  s t a t i o n ,  reassembled upon a r r i v a l ,  and then 
d e l i v e r e d  as a whole to the rece i v i ng  process. Thus, in the t r a n s p o r t  
s t a t i o n ,  b u f f e r  management is handled at  the l e t t e r  l e v e l .  S ince 
e r r o r  con t r o l  and f low cont ro l  are t i ed  to bu f f e r  management, theg 
~ i l l  a l so  be int roduced at the l e t t e r  l e ve l .  

When necessarg, the l e t t e r  t ex t  is d i v ided  in to  f i x e d  leng th ,  21G 
o c t e t ,  FRAGMENTS (FR), except for  the las t  one, each fragment be ing  
sent  in one in te rne twork  packet w i th  proper cont ro l  i n f o r m a t i o n  (~ ) .  
Each l e t t e r  gets a 1S b i t  re ference number (MY-REF) which is  un ique 
w i t h i n  the a s s o c i a t i o n ,  thus avo id ing confusion between f ragments o f  
d i f f e r e n t  l e t t e r s  sent on the same assoc ia t i on .  Fragments are  
numbered (FR-NB) w i t h i n  the l e t t e r  and an END-OF-LETTER (EOL) f l a g  
i n d i c a t e s  the las t  fragment of the l e t t e r .  Both FR-NB (7 b i t s )  and 
the EOL (1 b i t )  go in one oc te t .  U p o n  a r r i v a l ,  f ragments a re  
reassembled in to  a copg of the l e t t e r  (see F ig .  7) .  The 
p r e - p r o c e s s i n g  func t i on  could be performed in a f r on t -end  p rocesso r ,  
thus p resen t i ng  a l e t t e r  swi tch ing serv ice  to the main p rocessor .  

( , )  Chosen so that  the in ternetwork  header and t ex t  of  an i n t e r n e t w o r k  
packet  can be embedded in the tex t  o f  a local  ne two rk ' s  packet  
(assumed to be able to car rg  255 oc te ts  of t e x t ) .  This r e q u i r e m e n t  
meg be re l axed  i f  a l l  cons t i t uen t  networks adopt a s tandard datagram 
header.  Furthermore,  21G oc te ts  = 1728 b i t s ,  which is  a m u l t i p l e  o f  
a lmost  e~erg usefu l  machine word length (8, 12, 1G, 18, 24, 32, 3S, 
G4). 
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OPERATION OF ASSOCIATIONS 

An a s s o c i a t i o n  can be operated s imu l tansous lg  in LIAISON and 
LETTERGRAM mode. In l s t te rg ram mode, l e t t e r s  are sent i n d e p e n d e n t l y  
of  each o the r  w i th  the p o s s i b i l i t y  for  the sender to r eques t  an 
acknowledgement.  The users are respons ib le  fo r  hav ing t h e i r  p o r t s  
a c t i v a t e d  p r i o r  to exchanging l e t t e r s .  Le t ts rg ram mode p r o v i d e s  a 
l e t t e r  s H i t c h i n g  se rv i ce  that  can be compared to the pos ta l  system. 

In l i a i s o n  mode, i n i t i a l i z a t i o n  commands are exchanged p r i o r  to 
t r a n s m i t t i n g  ang l e t t e r .  That i n i t i a l i z a t i o n  is in tended 

(1) to make sure that  both ands of the l i a i s o n  are a c t i v e ,  

(Z) to agree on the set of se rv i ces  to be put i n to  o p e r a t i o n  

(3) to i n i t i a l i z e  parameters cohe ren t l y ,  

Va r i ous  o p t i o n s  are a v a i l a b l e ,  i nc lud ing ,  in p a r t i c u l a r ,  e r r o r  and 
f l ow  c o n t r o l .  A session in l i a i s o n  mode ends w i th  the exchange of  
t e r m i n a t i o n  commands. 

TRANSPORT COMMANDS 

A DATAGRAM is the un i t  of  exchange between a TS and a packe t  
s n i t c h i n g  network (PSN). ge have assumed a s tandard D1 datagram 
format  as proposed in IFIP WG S .Z ' s  e a r l i e r  c o n t r i b u t i o n  to CCITT 
[INWG83, INWG84], but t h i s  is merelg for  concre teness .  Datagrams a re  
used to ca r rg  t r a n s p o r t  commands between t r a n s p o r t  s t a t i o n s .  The 
datagram header con ta ins  the complete source and d e s t i n a t i o n  p o r t  
addressee of an a s s o c i a t i o n ;  a PSN t g p i c a l l g  uses on lg the h igh  o r d e r  
p a r t  (TS address) for  r o u t i n g  to t h e d e e t i n a t i o n  TS. 
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In our e a r l i e r  p roposa l ,  we suggested that  the TS leve l  header  
cou ld  o v e r l a p  (share f i e l d s )  w i th  the datagram header. In F ig .  8, we 
i l l u s t r a t e  the over lap  of the D1, datagram header w i t h  the TS 
e n d - t o - e n d  p ro toco l  header. Note that  the proposed TS header is  
a lmost  i d e n t i c a l  w i th  the E1 format proposed in [INWG83) but  has 
s l i g h t l g  longer f i e l d  widths,  F igure  10 i l l u s t r a t e s  in d e t a i l  the  
datagram and TS header formats. 

It meg happen tha t  a standard datagram format cannot  be 
e s t a b l i s h e d  be fo re  i n t e rne two rk i ng  is e f f e c t e d  between PSN's. I f  t h i s  
is  the case, then a s l i g h t l g  d i f f e r e n t  p i c t u r e  emerges, in which t h e r e  
is  no o v e r l a p .  F igure  9 i l l u s t r a t e s  t h i s  case. 

 e.0e. 

,V/1////////, I 
I ¢ Transport Station header 

O v e r l a p p i n g  d a t a g r a m  an d  TS h e a d e r  

F i g u r e  8 

I ~ - - - d a t a g r a m  t e x t  

I local PSN IS I text subscriber 
datagram header I header 

Embedding o2 TS header and subscriber text 
within a local PSN datagram 

F i g u r e  9 
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Bits Cumula t  l y e  O c t e t s  

S t a r t  o f  da~agram h e a d e r  

I R e s e r v e d  f o r  l o c a l  PSN 4 i 

] Fo rma t  v e r s i o n  4 

P a c k e t  t y p e  code  8 
i 
I F a c i l i t i e s  16 i 

I 
0 

0 V ~ - - - -  
I E I Tex t  l e i t h  16 

t R I  
L 

[ A [ ~ s t l n a t i o n  address 

Pi Ip 

I 

S t a r t  o f  T r a n s p o r t  S t a t i o n  h e a d e r  

N S o u r c e  a d d r e s s  48 

I 
L -  I End o f  d a t a ~ r a m  h e a d e r  

I S t a r t  o f  d a t a g r a m  t e x t  

i O -oo e i 
i C r e d i t  8 I 
i Your  r e f e r e n c e  16 i 

• i , i i i i t t t  i i  | 

I R e s e r v e d  f o r  f u t u r e  use  8[  ,, ] 
I My f r a g m e n t  ntm~ber 8 

I My r e f e r e n c e  16 I 

1 

1 

E n d  o f  T r a n s p o r t  S t a t i o n  h e a d e r  
S t a r t  o f  s u b s c r i b e r  t e x t  

S u b s c r i b e r  t e x t  [, | 

16 i '~  
t I l" I 

2 I I 

I , 
I 
t 
I 

1 9  I 

J2o I 
I 

i 22 I 

I 
23 I 

124 I 
I 
I 
1 

0 - 2 7 , 6 4 8  O c t e t s  

Format  o f  t h e  d a t a g r a m  w i t h  
T r a n s p o r t  S t a t i o n  h e a d e r  

F i g u r e  10 
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Refar? ing to Fig.  1B, the meaning of the var ious header f i e l d s  
is g iven below, 

Local PSN - 4 b i t s  

This f i e l d  al loHs PSN's to operate eas i lg  on t h e i r  own local  
formats, which theg mag alreadg have, and a lso  on 
in ts rne twork  formats. 

Format vers ion - 4 b i t s  

This f i e l d  al lows a va r i s tg  of other formats to be 
recognized bg the PSN, e.g. for  fu tu re  developments, or 
serv ices  other than datagrams. 

Packet tgpe code - 8 b i t s  

This f i e l d  al lows recogn i t ion  of a v a r i e t g  of s p e c i f i c  
in format ion packets car r ied  w i th in  a datagram, e.g.  c a l l s ,  
d iagnos t i cs ,  or network serv ices.  

F a c i l i t i e s  - 16 b i t s  

This f i e l d  is to be div ided into mang small s u b f i e l d s ,  both 
for  the local PSN and standard in ts rnetwork  se rv i ces ,  such 
as: measurements, d iagnost ic  aids,  specia l  r o u t i n g ,  
account ing, etc.  

Text length - 1G b i t s  

This f i e l d  ind icates the length of tex t  c a r r i e d  in the 
packet, When used for datagrams (CCITT s tandard) ,  on lg 8 
b i t s  are s i g n i f i c a n t  as the maximum tex t  length is  2S5 
oc te ts .  However, some PSN's accept packets of la rger  s i ze ,  
and i t  is p red ic tab le  that fu ture technologies w i l l  a l l ow a 
subs tan t ia l  increase in packet s ize.  In the end- to -end  
protocol  described here, onlg 14 b i t s  could be used as 
subscr iber  tex t  length, as subscr iber tex t  is l i m i t e d  to one 
l a t t e r  that has a maximum size of 27,G48 oc te ts  ( i . e .  128 
fragments of 216 octets each). 

Address - S6 b i t e  

The source and destination addresses form two separate 
groups of 48 bits each. The high order 32 bits of each 
address are reserved for standard internetwork TS address 
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( i nc lud ing  PSN i d e n t i f i e r ) .  The low order 16 b i t s  of each 
address are reserved for a port  i d e n t i f i e r .  

Op-code - 8 b i t e  

This f i e l d  iden t i f i ' es  act ions to be performed bg the 
rece ive r  of the command (see Fig. 11). B i t  ~, c a l l e d  the R 
b i t ,  ls used to request (R = 1) the rece ive r  of the command 
to send back an acknoHledgement. In le t tergram mode, and in 
l i a i s o n  mode Hthout er ror  con t ro l ,  the acknoHledgement is  
requested for  the l e t t e r  being sent. In l i a i s o n  mode w i th  
e r ro r  con t ro l ,  the acknoHledgement w i l l  i nd ica te  the l as t  
l e t t e r  of the complete seqqence of l e t t e r s  c o r r e c t l y  
received.  In l i a i son  mode, the acknoHledgement can be 
piggg-backed in an LI-LT command. 

B i t s  1 and 2 are reserved for fu ture use 

B i t  3 ind icates the assoc ia t ion mode 
8= l i a i son )  

(1= l e t t e rg ram,  

B i t s  4-7 I d s n t l f g  the command. 

C red i t  - 8 b i t e  

This f i e l d  is used to contro l  the t r a f f i c  f low of l e t t e r s  
betHeen source and des t ina t ion  por ts ,  ~hen opera t i ng  in 
l i a i s o n  mode. CREDITs re fe r  to permission to t r a n s m i t  
l e t t e r s  begond the,one last  acknowledged, and are granted by 
the rece iv ing  TS to the sending TS on a l i a i s o n - b y - l i a i s o n  
bas is .  The rece iv ing TS is free to take back c r e d i t  by 
sending a smaller c red i t  number, since the sum of the l as t  
acknowledged l e t t e r  reference number and the l a t e s t  c r e d i t  
determines the maximum reference number Hhich can be emi t t ed  
bg the sending TS. 

Fragment number (FR-NB) - 8 b i t s  

In an LI-LT command, the seven low order b i t s  of the FR-NB 
f i e l d  give the number associated wi th the f i r s t  (*) f ragment 
of l e t t e r  tex t  appearing in the subscr iber  tex t  f i e l d  of a 
packet. The high order b i t  of FR-NB is c a l l e d  the 
End-o f -Le t te r  (EOL) b i t .  i t  is used to ind ica te  tha t  the 
las t  (*) fragment of the l e t t e r  tex t  in the packet is  the 
las t  fragment of the l e t t e r .  In other commands, the FR-NB 
f i e l d  is used to augment the OP-CODE f i e l d  (see F ig .  12) .  

(~) The f i r s t  fragment in a packet is the only fragment, un less a 
l i a i s o n  mode assoc ia t ion  is operat ing with the mu l t i - f ragment  packet  
op t i on .  
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Mne•moBn•c t 1 2 

LG-LT 

LG-ACK 0 

LG-NACK 0 0 0 

L I - L T  R 0 0 

LI -ACK R 0 0 

L I - I N I T  0 0 0 

LI-TERM 0 0 0 

LI-PURG R 0 0 

LI -ERR 0 0 0 

LI-NACK R 0 0 

! 
I | 

i I 
i %._./ 

3 4 5 6 7 Meaning 

1 0 0 

1 0 0 

1 0 0 1 

0 0 0 0 

0 0 0 

O 0 '  0 

0 0 1 

0 0 1 

0 ¸ 0 

0 ¸ 0 

0 0 Used to send fragments of 

letter in lettergram mode 

0 1 U s e d  t o  s e n d  a c k n o w l e d g e m e n t  
o f  a l e t t e r  i n  l e t t e r g r a m  mode 

0 U s e d  t o  s e n d  n e g a t i v e  a c k n o w -  
l e d g e m e n t  i n  l e t t e r g r a m  mode 

0 Used  t o  s e n d  f r a g m e n t s  o f  a 
l e t t e r  and  r e v e r s e  a c k n o w l e d g e -  
m e n t s  i n  l i a i s o n  mode 

0 I Used to send acknowledgement 

in liaison mode 

1 1 Used to initialise liaison mode 

0 0 Used to terminate liaison mode 

0 I Used to pass an interrupt and 

purge possibly remaining letters 

in liaison mode 

1 0 Used to signal an error in 

liaison mode 

I 0 Used to send negative acknow- 

I ledgements in liaison mode 

I ~.-L.---~---4---Identification of the command 

L --- Lettergram/Liaison mode 

.... Reserved for future use 

Request acknowledgement 

Transport Command Op-Codes 

F i g u r e  11 
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Command Use  o f  t h e  F r a g m e n t  Number  F i e l d  
J 

LG-LT 

LI-LT 

LI-INIT 

all other 
commands 

EOL, FR-NB 

EOL, FR-NB 

Set of Services required 

UNUSED 

Use of Fragment Number Field 

Figure 12 

Command Use  o f  Your  R e f e r e n c e  F i e l d  

LG-LT 

L I - I N I T  

LI -ERR 

i LG-NACK 

LI-NACK 

NOT USED 

Maximum size of letter to be received 

Reference of the letter in error 

Not yet fully defined 

Not yet fully defined 

Use of Your Reference Field 

Figure 13 

Your Reference (YR-REF) - 16 b i t s  

This f i e l d  ind icates the reference of the l e t t e r  being 
acknoHledged, except as shown in Fig.  13, 

Mg Reference (MY-REF) - 16 b i t s  

This f i e l d  ind icates the reference of the last  l e t t e r  sent  
or the l e t t e r  being sent (Hhen subscr iber  tex t  is p resen t ,  
e.g.  in a LX-LT or LG-LT command), This f i e l d  is  not used 
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in the LG-ACK and LI-ACK commands. 

The format of the various transport commands is summarized in 
F ig .  14. 

OP-COD 

LG-LT 

LG-ACK 

CRD-NB YF-REF FR-NB MY-REF 

CREDIT 
NUMBER 

LG-NACK 

LI-LT CRD-NB 

LI-ACK CRD-NB 

LI - I N I T  

YOUR 

REFERENCE 

YR-REF 

YR-REF 

YR-REF 

YR-REF 

MAX-LT -LG 
( O c t e t s )  

IRESERVED FOR 
FUTURE USE 

J 
S 

J 

CRD-NB 

LI-TERM TERM CODE 

LI-PURG CRD-NB 

LI-ERR ERR-CODE 

YR-REF 

YR-REF 

YR-REF 

r . . . . . . .  

p 

FR-NB 

FR-NB 

SERVICES 

f~jJJ 
J 

MY REFERENCE 

MY-REF 

,r•- 

MY-REF 

MY-REF 

MY-REF 

MY-REF 

r . F -  

LI-NACK CRD-NB YR-REF ~ f ' f  

, f "  
I f "  

L a s t  v a l u e  s e n t  
a s  MY-REF 

FORMAT OF THE TRANSPORT COMMANDS 

Figure 14 
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ASSOCIATION OPERATION IN LETTERGRAM MODE 

In l e t t e r g r a m  mode, the set of commands is r e s t r i c t e d  to LG-LT 
and LG-ACK (and poss ib l g  LG-NACK), a l l ow ing  the exchange of  l e t t e r s  
H i t h  p o s s i b l e  acknowledgement. 

The sender is  r espons ib l e  for  g i v i ng  to each l e t t e r  a MY-REF 
un ique w i t h i n  the a s s o c i a t i o n  (and independent of r e f e r e n c e s  used bg 
the same a s s o c i a t i o n  opera t ing  in l i a i s o n  mode). Since (1) the 
r e f e r e n c e  f i e l d  is  16 b i t s  long, (2) i t  is recommended bg IF IP  WG G.1 
t ha t  the maximum l i f e t i m e  of a datagram be l i m i t e d  to a s h o r t  t ime 
(e .g .  30 seconds [INWG82]), and (3) lettergram mode is  not  i n tended  
fo r  h igh  bandwidth,  there should be no problem to genera te  these 
un ique MY-REF's. One counter fo r  the whole t r a n s p o r t  s t a t i o n  migh t  
even s u f f i c e .  

I f  the R b i t  of the LG-LT command is set to one, the r e c e i v e r  i s  
r eques ted  to send back an LG-ACK wi th  the YR-REF equal to the MY-REF 
of  the rece i ved  l e t t e r ,  as soon as the whole l e t t e r  has been r e c e i v e d .  
A t imeout  a l l ows  the sender to detec t  poss ib le  loss of the l e t t e r  (or  
of  the acknowledgement) and to r epo r t  t h i s  to the s u b s c r i b e r .  I f  the 
d e s t i n a t i o n  po r t  does not e x i s t ,  or is not a c t i v e ,  or i f  no b u f f e r  i s  
a v a i l a b l e ,  no p o s i t i v e  acknowledgement w i l l  be sent back and the 
r e s u l t  a t  the sender ' s  end w i l l  be equ i va len t  to the loss  of  the 
l e t t e r .  

P o s s i b l e  recoverg is l e f t  to the subsc r ibe r  ~ho can send the 
l e t t e r g r a m  again.  We do not ru l e  out the p o s s i b i l i t g  of an LG-ERR 
command which could make more e x p l i c i t  an e r r o r  de tec ted  at  the 
r e c e i v i n g  TS, but t h i s  is l e f t  for  f u r t h e r  studg. S i n c e  packe ts  mag 
be l o s t ,  reassemblg at the r e c e i v e r  is p ro tec ted  bg a t imeou t  
a s s o c i a t e d  w i t h  each l e t t e r .  This  t imeout is  set  when r e c e i v i n g  the 
f i r s t  ( i n  t ime) fragment,  i t  is rese t  on r e c e i p t  of each f ragment ,  and 
f i n a l l g  turned o f f  when a l l  fragments of the l e t t e r  have been 
r e c e i v e d .  I f  the t lmeout  occurs,  reassemblg is  abor ted and the l e t t e r  
cons ide red  erroneous ( i f  e r r o r  con t ro l  is  used, the e r r o r  ~ i l l  
h o p e f u t t g  be recovered) .  

ASSOCIATION OPERATION IN LIAISON MODE 

In l i a i s o n  mode, i n i t i a l i z a t i o n  must take p lace be fore  ang l e t t e r  
i s  sen t ,  and t e r m i n a t i o n  ends the sesslon in l i a i s o n  mode. 

I n i t i a l i z a t i o n  and te rm ina t i on  are done using a s imple  sgmmetr ic  
rendez -vous  scheme (see Fig.  1S). I n i t i a l i z a t i o n  succeeds i f  the  
L I - I N I T  commands exchanged are compat ib le ,  i . e .  reques t  the same se t  
o f  o p t i o n s  w i t h  compat ib le  parameters ( i f  any) .  T r a n s i e n t  s t a t e s  a re  
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pro tec ted  bg t ime-outs .  Unexpected commands are ignored w i t hou t  
ac t i on .  

Var ious opt ions can be put into operat ion in l i a i son  mode. The 
op t i ons  requested are indicated in the serv ice f i e l d  of the L I - I N I T  
command, bg se t t i ng  the appropr iate b i t s  (0: off,  1: on), as is  
i l l u s t r a t e d  in Fig.  16. 

In l i a i s o n  mode, l e t t e r s  are sequent ia l lg  numbered, s t a r t i n g  
i n i t i a l l g  wi th the MY-REF fo l lowing the one sent in L I - I N I T .  Since 
the re ference f i e l d  is args (16 b i t s ) ,  references are c g c l i c l g  
re-used,  wi thout  ang prob em of uniqueness. 

The LI-PURGE command is used to pass an " i n t e r r u p t "  s igna l  from 
one subscr iber  to another over a l i a i son .  The exact i n t e r p r e t a t i o n  of 
an " i n t e r r u p t "  signal wil be dependent upon the rece iv ing  s u b s c r i b e r ,  
but should take the general form os suspending or te rm ina t ing  c u r r e n t  
process ing and beginning to scan incoming l e t t e r s  sent a f t e r  the 
i n t e r r u p t ,  The LI-PURGE contains the f i e l d  MY-REF, assigned as ~ i t h  a 
L I -LT ,  al though the FR-NB f i e l d  is not used, since there is no t e x t .  
The sending TS must t ransmit  " i n t e r r u p t "  in format ion even i f  the f low 
con t ro l  opt ion ( i f  in use) would p roh ib i t  t ransmission of a L I -LT  w i th  
t h i s  re ference number. S im i la r l g ,  the rece iv ing  TS must accept (and 
acknowledge) an LI-PURGE immediatelg, even i f  there are p rev i ous  
unreceived l e t t e r s ,  and th is  has the po ten t ia l  ( i f  e r ro r  con t ro l  is  in 
use) of los ing previous l e t t e r s  since theg would be i m p l i c i t l g  
acknowledged bg the acknowledgement of the LI-PURGE. Thus, the 
LI-PURGE command has the fo l lowing effects= 

(i} Pass an " i n t e r r u p t "  signal to the rece iv ing  process 

(2) Purge unprocessed l e t t e r s  up to the po in t  of the LI-PURGE 
command. 

Bi t Numbe r 

0 

I 

2 

3 

4 - 7 

Optional Service 

Error Control on letters 
i 

Flow Control on letters 

Multifragment packets 

Checksums on letters 

Reserved for future use 

Service Field of the LI-INIT command 

Figure 16 
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(OF~( : :n : e : :n :NiT , )  : ~ 1 ~  

(send LI-INIT) w ~ ( s e n d  LI-TERM) - k 

LI-TERM t LI-TERM 
received k received 

(send LI-TERM) - k~ 

@ 
SB termination 

or time-out 
or disagreement on 

parameters 

(send LI-TERM) © 

) 

LI-TERM received 

(send LI-TERM 
© 

G Timeout © 
Initialisation and Termination 

of Liaison Mode 

Figure 15 
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SENDER 

__,___,___,___,___,___,__-,---,---,---,---'---'---'-- 

OOOOOOO00 
RECEIVED ACK 

X X X 

FLYING CRD 

FLYING ACK X 

X X X X X SENT ACK 

O O O O O 0 O 0 0 0 RECEIVED LT 

__ i _ _ _  I _ _ _  I _ _ _  I _ - -  I - - -  I - - -  I - - -  I - - -  I - - -  I - - -  I - - -  I - - -  I - -  

RE CE I VER 

E r r o r  C o n t r o l  o n  l e t t e r s  

F i g u r e  17 

81 



Basic Serv ice 

I f  no opt iona l  serv ice is on, l e t t e r s  are exchanged in bas ic  
se r v i ce  mode. The basic service is s im i la r  to the le t te rg ram mode, 
w i th  the fo l l ow ing  di f ferences= 

(1) I n i t i a l i z a t i o n  makes sure that both ends are (were!) a c t i v e  
and w i l l i n g  to communicate. 

(2) A purge and i n te r rup t  funct ion is ava i l ab le .  

Error Control  

I f  e r ro r  contro l  is on, a l l  l e t t e r s  must f i n a l l g  be acknowledged, 
i . e .  (i) i f  a l e t t e r  is missing, the YR-REF w i l l  no t  progress,  and 
(2) one s ing le  LI-ACK can acknowledge several l e t t e r s .  The sender 
expects to rece ive acknowledgements w i th in  a maximum delag a f t e r  the 
las t  fragment of a l e t t e r  has been sent. I f  the acknowledgement is  
not rece ived,  a l l  unacknowledged l e t t e r s  w i l l  be assumed los t  and sent  
again,  s t a r t i n g  with the f i r s t  unacknowledged l e t t e r .  Acknowledgement 
w i l l  again be expected. I f  acknowledgement is not rece ived then, the 
process w i l l  be repeated. I f  a l e t t e r  has been sent "N" t imes w i t hou t  
success, the sending t ranspor t  s ta t i on  w i l l  repor t  t h i s  c o n d i t i o n  to 
the subsc r ibe r .  This st rategg is simple, but meg not be opt imal  in 
some cases. A l t e r n a t i v e  retransmiesion s t ra teg ies ,  poss ib lg  i n v o l v i n g  
negat i ve  acknowledgements could be taken into account dur ing  f u r t h e r  
s tud ies ,  

Flow Control  

This opt ion  al lows flow control  ( for  buf fer  management) at l e t t e r  
l eve l ,  on top of Fragmentation-Reassemblg. When in use on a l i a i s o n ,  
i t  is assoc ia ted with er ror  contro l  and performed in both d i r e c t i o n s  
as fol lows= 

- At i n i t i a l i z a t i o n  of flow con t ro l ,  both ends 
of the l i a i son  agree on the maximum size of 
l e t t e r s  to be sent in each d i r ec t i on  (the 
s ize meg be d i f f e r e n t  for each d i r e c t i o n ) ,  as 
ind icated in the MAX-LT-LG f i e l d  of the 
L I - I N I T  command. 
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- The r e c e i v i n g  end a l l o c a t e s  c r e d i t s  (CRO) to 
the  sending end. One c r e d i t  r e p r e s e n t s  the 
p e r m i s s i o n  to send one l e t t e r .  Each 
a l l o c a t i o n  is  assoc ' ia ted w i t h  an 
acknowledgement (YR-REF) w i t h i n  a L I -LT  or 
LI-ACK command. The 8 b i t  c r e d i t  number 
parameter  (CRD-NB) means: "you may send 
l e t t e r s  w i t h  r e f e r e n c e s  going from 
(YR-REF) + 1 up to (YR-REF) + (CRD-NB)" 
u n l e s s  (CRO-NB) = 0 which means: " d o n ' t  send 
any l e t t e r . "  

- CRD-NB = 255 means: "you may send as many 
l e t t e r s  as you want , "  

- The send ing t r a n s p o r t  s t a t i o n  r e s t r i c t s  
i t s e l f  to t h i s  upper l i m i t  tha t  p rog resses  
under r e c e i v e r  c o n t r o l ,  Th is  l i m i t  is  
updated as LI-ACK or L I -LT  packe ts  are  
received. 

M u l t i - f r a g m e n t  Packet  

Th i s  o p t i o n  is in tended to make communicat ion p o s s i b l e  be tween  
n e t w o r k s  w i t h  d i f f e r e n t  packet  s i zes .  The nimimum s i z e  o f  t he  
datagram t e x t  (as proposed by CCITT) is 255 o c t e t s .  The f r agmen t  s i z e  
(216 o c t e t s )  has been chosen here to go w i t h  the t r a n s p o r t  header  in  
the  CCITT datagram. However, as new t e c h n o l o g i e s  are  i n t r o d u c e d ,  
n e t w o r k s  may c a r r y  packets  much l a rge r  than datagrams.  The 
m u l t i - f r a g m e n t  packet  op t i on ,  when i t  is on, a l l o w s  each end to  p u t  
s e v e r a l  c o n s e c u t i v e  f ragments of the same l e t t e r  in  the s u b s c r i b e r  
t e x t  f i e l d  of  the L I -LT  command, the on ly  l i m i t  be ing  packe t  s i z e .  
The FR-NB f i e l d  g i ves  the number of the f i r s t  f ragment  in  t he  
s u b s c r i b e r  t e x t  and the EOL b i t  i n d i c a t e s  whether  the l a s t  f r agmen t  in  
t he  s u b s c r i b e r  t e x t  is  the las t  one of the l e t t e r .  

As the packe t  passes through a gateway between two n e t w o r k s  wh i ch  
use d i f f e r e n t  packet  s i z e s ,  i t  may be necessary  fo r  the gateway to  
d i v i d e  i t  i n t o  severa l  sma l le r  packets  w i t h  p r o p e r l y  r e c o n s t r u c t e d  
t r a n s p o r t  headers .  
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Checksum on L e t t e r s  

A checksum is assoc ia ted  w i t h  each l e t t e r .  I t  is  p l aced  in t he  
l a s t  o c t e t s  of the l e t t e r  and used to d e t e c t  p o s s i b l e  e r r o r s  in the  
c o n t e n t s  o f  the l e t t e r ,  Th is  o p t i o n  w i l l  be p r e c i s e l g  d e f i n e d  a t  a 
l a t e r  t ime.  

USER INTERFACE 

A v a r i e t g  of user  i n t e r f a c e s  can be p rov i ded .  He j u s t  i n d i c a t e  a 
p a r t i a l  se t  of  p r i m i t i v e s  tha t  cou ld  be o f f e r e d  as a Network  Access  
Method,  

OPEN-PT: 
A c t i v a t e  a port. 

RECV-LG: 
Rece ive  a l e t t e r  from ang d i s t a n t  p o r t  in ] e t t e r g r a m  

mode. 

SEND-LD: 
Send a l e t t e r  in l e t t e r g r a m  mode. 

CLSE-PT: 
D e a c t i v a t e  a p o r t .  

OPEN-LI: 
I n i t i a l i z e  a l i a i s o n  

RECY-LI: 
Rece ive  a l e t t e r  in l i a i s o n  mode. 

SENO-LI: 
Send a l e t t e r  in l i a i s o n  mode. 

CLSE-L I : 
Terminate  the l i a i s o n .  
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APPENDIX A 
Topics for Further Study 

Several elements of this end-to-end protocol appear to require further 
study before being completely defined. This appendix brieflg 
mentions some of the issues to be resolved during the course 
of such definition. 

1. An " i n te r rup t "  f a c i l i t y  which does not resu l t  in the 
potent ia l  loss of data, 

The end-to-end protocol defines a command called 
LIAISON-PURGE which is intended to convey an "interrupt" 
condition over a liaison in a reliable (retransmitted until 
acknowledged, and duplicates detected) manner. However, the 
LIAISON-PURGE is carried within the sequence number space of 
the liaison (for reliability) but it is not constrained bg 
the flow-control mechanism (i.e. the credit mechanism) since 
it may be the lack of credits which makes the transmission of 
an "interrupt" important. Acknowledgement of the interrupt 
implicitly acknowledges an arbitrary number of intervening 
letters ~hich the receiver may not be able to process after 
being "interrupted," so we have defined this command to purge 
the liaison data stream of all unprocessed data which 
precedes it. 

It has been suggested, however, that an "interrpt" 
signal is required which is both reliably transmitted and 
which does not cause the data stream to be purged. In an 
earlier proposal, Zimmermann and Elie suggested a TELEGRAM to 
carry "interrupts," but the telegrams were not protected by 
either a duplicate detection or a retransmission mechanism. 
Further, there was no solution to the potential problem of 
TELEGRAMS arriving after the point in the data stream to 
which they pertained had been processedbg the receiver. 

During the preparation of this document, we have had 
extensive discussion of possible changes to the TELEGRAM 
concept, but were unable to find a solution which was both 
relible and straightforward, and did not require the 
possiible purging of data. Qe also discussed several other 
possibilities and were unable to find a general solution, 
although we did note that a subscriber process could create a 
second liaison for reliable transport of "interrupt" 
information. This, of course, would require some method of 
synchronization between the "interrupt" signals transmitted 
over one liaison and the data transmitted over the other 
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l i a i s o n .  A s tandard method fo r  a c c o m p l i s h i n g  t h i s  
s g n c h r o n i z a t l o n  is to i n s e r t  some un ique data  e lemen t  (a 
" d a t a  mark") in the data stream; t h i s  can be done bg the  
s u b s c r i b e r ,  but i t  is  d i f f i c u l t  fo r  the t r a n s p o r t  s t a t i o n  to 
do t h i s  w i t h o u t  loss of data t r anspa rencg .  Thus, we have 
been unable  to s p e c i f g  a s a t i s f a c t o r g  mechanism which i s :  

- S t r a i g h t f o r w a r d  

- R e l i a b l e  

- Does not  r e s u l t  in p o t e n t i a l  data loss 

- A l l o w s  s g n c h r o n i z a t i o n  of  " i n t e r r u p t s "  w i t h  the d a t a e t r e a m  

and we t h e r e f o r e  suggest  tha t  t h i s  t o p i c  should be s t u d i e d  f u r t h e r .  

2. Use o f  LIAISON-NACK 

R e c o g n i z i n g  the d e s i r e  of  mang des igners  fo r  a g r e a t e r  l e v e l  o f  
e f f i c i e n c g  than meg be p rov ided  bg an ACK + t i m e o u t / r e t r a n e m i e s i o n  
e t r a t e g g ,  we have d e f i n e d  a LIAISON-NACK code w i t h i n  the command s e t ,  
a l t h o u g h  we have not comp le te lg  de f i ned  the parameter ,  or  the use o f  
t h i s  command. We b e l i e v e  tha t  the LIAISON-NACK should  be d e f i n e d  in 
such a wag as to pe rm i t  a r e c e i v e r  to n e g a t i v e l g - a c k n o w l e d g e  s e l e c t e d  
f r a g m e n t s ,  and fo r  a sender to r e t r a n s m i t  s e l e c t e d  f ragmen ts .  S i n c e  
the  LIAISON-NACK is in tended to inc rease  e f f i c l e n c g  of r e t r a n s m i s s i o n ,  
we would never  expec t  a r e c e i v e r  to be o b l i g e d  to send a NACK, nor  
would  a sender ever  be ob l i ged  to process a NACK. S ince  WG G.1 has 
no t  d i s c u s s e d  n e g a t i v e  acknowledgement s t r a t e g i e s  p r e v i o u s l g ,  we 
b e l i e v e  a s p e c i f i c  proposa l  in t h i s  document would be p r e m a t u r e .  

3. Fragment acknow ledgemen t / t o ta l  f ragment count 

Some end-to-end protocol designers have argued that a 
fragment-based, (rather than an exclusivelg letter-based) 
acknowledgement strategy would result in efficienciee within a sending 
transport station, since storage buffers would be released more 
quicklg, and ~ould also result in more efficient use of the 
communications services proveded bg the network. In addition, some 
end-to-end protocol designers have argued that each letter should 
contain a could of the total number of fragments contained within it 
(poesiblg replicating this information in each fragment); it is 
believed that this would result in efflclencies w1thln a recelving 
t r a n s p o r t  s t a t i o n ,  s ince  b u f f e r s  cou ld  be ass igned more f l e x i b l g  and 
new c r e d i t s  cou ld  be g i v e n  out more r a p i d l g .  
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we have not chosen to incorporate e i the r  of these concepts in the 
s p e c i f i c a t i o n ,  but ~e agree that e i the r  or b i t h  concepts might prove 
d e s i r a b l e .  We recommend fu r ther  study and we note tha t  some 
exper iments might make use of the cu r ren t l y  unassigned oc te t  in the 
t r a n s p o r t  header to test  these ideas, 

4. Checksum opt ion for l i a i sons  

We note that we have not specified the checksum algorithm to be 
used when the checksum option is chosen. On the one hand, a 
polynomial checksum provides for the detection of a wide varietg of 
error conditions, but is likelg to be costly to compute if done by 
software (some table look-up methods mag reduce this cost). On the 
other hand, an additive type of checksum, which maw be easy to 
compute, provides a smaller measure of protection. In INWG Generai 
Note 74, McKenzie proposed use of a CCITT-recommended IG bit 
ploynomial checksum for this option, and in INWG Protocol Note 20, 
Zimmermann requested the specification of some simpler option. Since 
none of the authors of this specification ]s an expert in the analysis 
of the strengths and weaknesses of various checksum algorithms, we 
have decided to defer the specification of the exact algorithm for 
further studg. 

5. Use of lettergrams 

The specifications for lettergrams are ]ntentionallg made rather 
simple, and are intended to be a similar as possible to datagrame, 
although much greater in length. In particular, we have onlg 
completely specified the LG-LT (lettergram-letter) and the LG-ACK 
(although a code is reserved for an as yet undefined LG-NACK), We 
expect that further studies maw lead to additional specifications 
regarding the use of lettergrams. 
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