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© 2013... DNSSEC, TPSEC:15yrs old
Yet: < 6% of trattic encrypted,...
=>» Insecure against MitM attacker

WHY???
False hope: attackers are "off-path’
Can send spoofed packets but not intercept
Reality: MitM attackers are common
Open Wili, route hijacking, mal-devices, DNS poisoning
False belief: DNS, TCP immune to off-path attacks
Reality: TCP hijacking, DNS poisoning
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Outline

o Attack model: MitM vs. Off-path
« DNS poisoning: Background

e Source-port de-randomization attacks
o Resolver-behind-NAT, proxy-using-upstream
o Is*-fragment piggybacking attacks

o Implications and defenses

o Patches: to resolvers, name-servers, registrars

o Deploy DNSSEC — correctly... [and fix it, toor?]
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Attacker Model: MitM or Off-Path?

e Man-in-the-Middle attacker
o On path

o Harder but possible: wifi, route hijack, vulnerable router, ...
o Or: give wrong address — DNS poisoning

o Prevent with crypto: overhead, complexity, PKI ...
o Why bother?

sy Bob, ILU! Alice Bob, | Leave U! Alice
Alice Bob
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Attacker Model: MitM or Off-Path?

o Folklore: most attackers are weak, off-path

‘Security’ 1s often against Off-Path Oscar

e« Do not control devices en-route

« Cannot intercept/modify/block traffic

o Prevent: with challenge-response ("cookie’)

bW Bob, ILU! Alice
: V=N
o ‘ : ‘i@?’f
Bob, | Leave U! A|ICQ> =
Alice Bob
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Attacker Model: MitM or Off-Path?

o Folklore: most attackers are weak, off-path

o Security’ is often against Off-Path Oscar

e« Do not control devices en-route

« Cannot intercept/modify/block traffic

o Prevent: with challenge-response ("cookie’)

(Cookie=challenge) ﬁ!

&5
2 £ Bob, ILU! Alice

Alice

.Bob, | Leave U! Alice,
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Challenge-Response:
What Can Go Wrong?

o Attacker has MitM capabilities

o Insufficient entropy: too short or non-uniform
o TCP [ZalewskiO1, WatsonO4]
e DNS [Klein03, Kaminsky08]

o Side-channel: reused field (source port)
. DNS [HS12, HS13], TCP [GH12, GH13, QM(X)12]

o Cut-&-paste: use real cookie in spooted packet
. DNS [HS13]
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DNS Poisoning: the Hacker’s Knife

/Circumvent: A Phishing ]
Blacklists, » ¥
SOP, CSP \ | — Cookies

K’ 7 theft

SPF, DKIM \/l

Malware
Distribution

Block updates ]
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‘ DNS Cache Poisoning

ns.bob.com

156.4.5.6

(auth server

. for bob.com)

Client Caching DNS RootDNS ns.com
Resolver Server 132.3.3.4
(auth server f
Resolve A TLD .com)
Resolve A P~
(iterative) |7 |
1 (recursive) 6.6.6.6
com NS ns.com
2 NSCOM 7 P, ket with source
3 Resolv IP: 156.4.5.6
4 156.4.96
5
www.bob.com
6 A 6.6.6.6 =
. | |
- Request to {6.6.6.6 |(www.bob.com)
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‘ DNS Cache Poisoning

Client Caching DNS RootDNS ns.com ns.bob.com
Resolver Server 132.3.3.4 156.4.5.6
(auth server f (auth server
Resolve A TLD .com) . for bob.com)
Resolve A
(iterative) |7 |
1 (recursive) 6.6.6.6
com NS ns.com
2 ns.com A 132.3.3.4
3 Resolve A www.*ob.com
4 bob.com NS “ns.bo com, ns.bob.vco‘ml A 156.4.96
5 But, must match: TX-ID (16b in req.), query,
source port. Also: request not sent if in cache
6 : |
" Request to {6.6.6.6 kwww.bob.com)
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Detenses against DNS Poisoning

Currently, mostly Challenge-response defenses:

— Unilateral (in resolver): “challenges’ using existing
request fields echoed in responses

—  TX-ID (16b), Source port (16b), Query [0x20]

Cryptographic defenses (DINSSEC): limited use
Root and many TLDs signed

Many resolvers request signatures, but few validate
Why? Myths (rare MitM, weak Oscar)
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o Resolver-behind-NAT, proxy-using-upstream
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Source Port De-Randomisation Attacks

* Learn source-port via side channel

* Attacks on two common configurations:
* Resolver-behind-NAT [Esorics’12]

* Attacks for most types of NATs (only one was secure)

* Upstream resolver (e.g., OpenDNS) [Esorics’13]

* Learn resolver’s IP address, too [often enough for DoS ]
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Resolver-behind-NAT: Attack

Example: attack on per-dest incrementing (e.g., Linux)

Initial port is random; can attacker predict/trap port?

Attack phases:
Hole-punch the NAT
Exploit assigned mapping

to guess port

Variations apply to different
NAT devices

Resolver
10.0.0.2

ns.V.com
1.2.34

Zombie  Alice
10.6.6.6
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Upstream DNS Resolver

Request

Proxy
Resolver

-

Request

Upstream
Resolver

Request

Name
Server

Response

-

Response

Response >‘

-

-

o Upstream DNS resolvers:

o Popular: Google’s public-DNS, OpenDNS, many others

o Recommended by experts, vendors

o E.g., Akamai: ‘Customer’s primary DNS are not directly exposed to end
users, so the risk of cache poisoning and DoS attacks is mitigated’. ..

o Proxy resolvers often has lower bandwidth, weaker security

o We found (CAIDA): 54% incrementing ports, 30% fixed port

o And... both types are vulnerable!
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Upstream DNS Relv

er - Attack

Name
Server

. Prox & Upst
Client Y ey peream
Resolver i Y Resolver
Request Request Request
- -
Response Response Response
- - - |

Poisoning attack in three phases

Phase 1: find proxy’s IP address

o Many requests with fragmented response... "kill" with spoofed frag

o Suffices for DoS attack on proxyl!

Phase 2: find fixed/current port #

o By a more complex frag attack, or by port overloading’

Phase 3: "regular’ (" Kaminsky’) poisoning
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Outline

o Is*-fragment piggybacking attacks

o Implications and defenses

o Patches: to resolvers, name-servers, registrars

o Deploy DNSSEC — correctly... [and fix it, toor?]
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15*-fragment piggybacking attacks

e (Cut’'n’Paste attack:

* Poison a long, fragmented DNS response

*  Source fragmentation will do [works even for IPv0]

* All ‘challenges’ are in the first fragment!

 TXID, “src” port, even query [e.g., 0x20 defense]
* Replace 2™ fragment with a fake one!

* Few details and quick recap on IP fragmentation
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‘IP Fragmentation

Nets have a limit on maximal packet size

If the packet 1s larger than the limit: fragmentation

Reassemble at the receiver

From: 2.2.2.5

2.2.2.5 s T8 5237

To:3.3.3.7

From: 2.2.2.5
To:3.3.3.7

MTU=1500

&

8/1/2013 MTU=1200




‘ Fragment Reassembly
Bob receives fragments of a packet
How to reassemble without introducing mistakes

Identity fragments of the same packet
By sender/receiver addresses and protocol (TCP/UDP)
Not enough, add 16 bit, IP-ID

Allce =
2.2.2:8 — Bob, how, 4 )34 1ove you 5
Bobl, how ml'J'.Ch I much I Ol u’c?ﬁw
ove youll 34 | e
Tre ||
— . , 35{35 Need

ve decided I don’t decided T SIS (3:\)'

8/1/2013need a fridge 35 don’t fridge? ':]@F




Oftt-Path Discarding and Modifying

* We show off-path can discard and modity fragments!!

* Exploit fragmentation for poisoning!
* In reality fragmentation 1s rare (<1%o)

* But, ott-path attacker can cause fragmentation!!

e T'wo methods:

1. Trigger requests [

09

whose responses fragment s}
0.7
* E.g., DNSSEC protected

I I

i Legend
. | —+— any,nodnssec |7

' nxd

0.6
05F §
0.4 1§
03 §
0.2 F

0.1 F

Domains (%)

2. Attacker registered domain

) ! ! B w— s S - w— | 1
500 1000 1500 2000 2500 3000 3500 4000 4500 5000
Response Size (bytes)
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‘Modify Long DNSSEC Responses

Resolver

Step  Alice *¢ 5555

o
J Wl rsorgA6666.

i

Dnskey ? ORG

Dnskey ? ORG @

gﬁ |

L

—_—r

A?www.bob.org

bob.com A 6.6.4.6
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‘Poisoning DNSKEY Response

& ® & poisoning-org-not-cached - Wireshark

File Fdit View Go Caphure Analy?e Skaristics Telephomy o
o & el ";'ixﬁr[}NSrequest T8 EE vl @2mK e
|Airar: | (udp.perr == 53 or ((ip.frag_affscr==0) or || DNSKEY?ORG. Clear w

MN3. lime SoUrce Destination | Infz
127 15:27:55_BO6bHSF 159 224 1121 137 _JE . b.2EZ 1F ragmenTed IF protocol [proto=UDF Bx11, off=1480, 1D=/c6e) [Heassembled in #1347

Spoofed second
fragment

134 15:27:56.255/98 199.249_7112.1 132_.78.6. 282 DONS Sland=rd guery response DUSKEY DNSKFY DNSKFY DNSEFY RRETG RRETG

135 15:27:56.255728 199.249.112.1 132.768.6.282 IF Fragmsnted IP protecol [proto-UDF @x11, ott 1186, ID 7che;

+ Frame 132 (1314 bytes on wire, 1514 bytes captured) nZEE 2 b4 2T He © |
+ Ethermet II, Src: Cisco £7:17:cE {@8:25:b4:47:17:cO), Dst: Intel_el:f3:4b (80:18:d1.21:.13:4b) CE 8c BE 2e Firstfragment is

+ Intsrmet Protoccl, 5rc: 189,.245.112.1 [19S2.249.112.1), Dst: 132.78.6.202 (132.7E.6.282) L > = .

+ User Dalzgram Frolvcol, Src Porl: domain (32}, Ds. Purl: €877 (10377) Authentic rEﬂSSE‘mblE‘d Wlth

— Domzin Mame Syslem (response)
5. Tn: 133
tr B AR1PPAHEA mecomds]
TransacTian TD: ExSSTE
| Flags: exs8£e@ (Standard quory responst, Mo crroar)
Questions: 1
Answer RRs: b
Authority HEs: ¥

the (spoofed)
second fragment
b? g 5 T4 dd 1d e2 27

3118 @ €& b9 L1 5d be
UL BE B -l 80 ER 13 22

second fragment
(cannot be reassembled
and is discarded
after 30 seconds)

Additional RRs: 5 H] /4 T o0 < oo 90 E2 0 E1 99 91
| Querics O5FA 51 8 BF @5 57 &1 32 ¢S5 3a cf Gc BA @2 FO 61 A
e - B8 Bl D1 BE OO 15 B2 §2 38 03 of F2 B Ob Bl Bb 09
R . =
* ORE: type DNSKEY, class IN 0530 GC 69 61 T3 70 6e 73 TE 0O Ac 00 EC BA A2 0A Al
= L"5t~'3 _ . . 0598 B 0L 51 80 EE 05 €2 62 32 c3 7O c@ Oc £ 02 89
+ ORC: Lype DNSKEY, class IN 08528 @1 90 Bl 51 EE @8 65 @2 63 36 5 33 8 Ec @3 a2
+ ORE: lype DNSKFY, class TH @558 B 0L BE ©L 51 86 €0 05 02 61 30 c5 T8 <O Oc 09
I ORE: Type DMEKEY, class TH Oocfl = 00 831 B 21 %1 UE 0 9rF bE B2 B 01 EU 01 Sl
I DAG: Type DNSKEY, class TH cl el cd B3 &6 72 67 00
| 07C: type RASIG, class IN Forged A RRs of DNS servers of ORG. SN Al
+ DAG: type RREIG, class IN A dnoseods e A

]
i . J du 3e 56 3T UG bY ap
Authentic RRs were: 2 U de to J7 Lo by b
e

tw.org.afilias nsT.org: Type A, class IN, addr 139.19.33.1 5d ab =2 e8 c9 50 87
d@.crg.afilias-nsT.crg: Type N, class IN, addr 189.19.57.1 & hf he 70 TS A5 &c 09
6d cb tc dB 67 Ze c£ F9
0558 & 18 OC Bc cf ¢l f@ 9= 79 cf 81 71 20 5C 6b 74
Q6D 3 6d BE @1 EE @01 €0 36 =e BE @0 BI &1 46 @6 9

— Authoritative nameservers

i Type MS, c<lass LM, ns ad.org.afilies-mst.info

iz type NS, class 1M, ns aZ.org.zfiliss-nst.info
: type MS, class IM, ns bB.org.

i type M5, class IM, ns b2.org.

Lype NS, class IN, ns cB.org.sliliss-nsl.inlo

+
s
+
+
+
.
+

Lype NS, class IN, ns dd.org.aliliss-nsl.0RG OB/8 £S5 DB UE OL EE O1 EU 36 ee UE OO B3 <7 13 FU 4b
0RG: lype RRSTE, class TN 9538 «5 6d BE lc EE @1 €0 @1 51 BE 00 19 28 €1 @5 99
additional records DELYE HE u? HE u? EE Lu 2] Eu ?3 vo bE oo E 5 Eu 0o 1c
| [hE.arg nfiliAs nst ORG: type A, cliss 1IN, addr 1377862681 3:23 g: Eu 3: Eu o 33 :g ui :3 3: g: ;: 33 :; 33 :3
| |de_org_afiliss not ORG: type A, class IN, addr 19919 1137155 P HE a8 HE s - - -
+ bE.org.afilies-nst.ORG: type MAMA, Class IN, addr Ze@l:5ee:c::1
di.org.afiliss-nst.0RG: type AAAA, class LN, addr Ze@l:5e0:T::1 b —

=
+ =Hoet=: type 0PI ,
¥B Frame (1514 byles) Rcnszembled IPv4 (1731 bytes)

B ==t item (], 16 bytes Packets: U2 Displayed: 4 Marked: 0 Profile: Default



Causing LLong, Fragmented Responses

* Often, attacker doesn’t need to find a long response

* Attacker causes a long, fragmented response
* From a victim NS of a TLLD (.ORG, .CO.UK, ...)
* By registering an ‘appropriate’ subdomain

* To cause fragmentation:

* Register many name servers

* With long names

* Example? One-Domain-to-Rule-them-All . ORG
*  Or see paper [CNS2013]... or next foil ©
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88423 199 249 120 1 IPV4

SRS T S AT
3\ ‘41,

:;- 714 132.70.6.119 :" L . iaard « ery | NS One-aomalin- -u/ler
207715 199 249, 120 1 DNS i 1514r5tandard query response

207716 199.249.120.1 IPv4 480 Fragmented IP protocol (proto=UDP 6x11,
» one-domain-to-rule-them-all.org: type NS, class IN, ns 12345678910111213141
» one-domain-to-rule-them-all.org: type NS, class IN, ns j234567891011121314151%
» one-domain-to-rule-them-all.org: type NS, class IN, ns sns-pb.isc.org

» one-domain-to-rule-them-all.org: type NS, class IN, ns pdns3.ultradns.org
» h9p7u7tr2u91develjsallgidnp98u3h.org: type NSEC3, class IN

» h9p7u7tr2u9ldeveljs9llgidnp90u3h.org: type RRSIG, class IN

» 064vm322m5ef3aouﬁ3hruirBi]his4.org: txge NSE(B| class IN
» 064vmqp2rn5ef3aou4g3hruirdijhisd.org: type RRSIG, class IN

DNS response
First authentic

with spoofed second
\_ fragment

v Additional records ggig
» 334353.123456789101112131415161718192021222324252627282936313233343536.123456789.0one- doma 9650
» b34353.123456789101112131415161718192021222324252627282936313233343536. 123456789, one- doma 0669
» b34353.123456789101112131415161718192021222324252627282936313233343536. 123456789 .0ne- dom610676

» b34353.123456789101112131415161718192021222324252627282938313233343536. 123456789 . one- doma;gﬁae

> b34353.123456789101112131415161718192021222324252627282936313233343536. 123456789 one -doma 9232
P 223456789101112131415161718192021222324252627282930313233343536,2234567891811121, one - doma 26b0
» €23456789181112131415161718192621222324252627282930313233343536.¢234567891611121 . one-domd ggcp
» d23456789161112131415161718192621222324252627282930313233343536.d234567891011121. one-domg 8640
» £23456789161112131415161718192021222324252627282930313233343536.62345678916811121 . one -doma 06€0
» £23456789101112131415161718192621222324252627282930313233343536. f234567891611121 ., one - dome 9°f°
» g23456789101112131415161718192621222324252627282930313233343536.9234567891611121. one-domz g;gg
» h23456789161112131415161718192621222324252627282930313233343536. h234567891011121. one-domg o900

123456789101112131415151718192921222324252627282939313233343536 1234567891611121, one-dond 9739
» j2345678910111213141516171819262 43536, j234567891811121. one - dome

: 0740
» sns-pb.1sc.org: type A, class INJ addr 132. 79 6 244

6750
pans3.ultradns.org: type A, clas IN, addr 132.768.6.202

8760

|
o770

fragment reassembled

480 Fragmented IP protocol (proto-UDP exll off 1486 ID-bOGS) [Reassembled in 297715]

W
v

8f 85 of 7f cb 7a b8
a5 28 7e 29 a9 68 9f
dl 92 86 22 4e 13 ca
80 66 B4 84 46 06 c8

80 06 04 84 46 06 c8
80 66 64 84 46 06 <9
80 06 ©4 84 46 06 ca
80 66 B4 84 46 66 f4
80 066 04 84 46 06 ca
80 06 64 84 46 06 ca
80 06 64 84 46 66 f4
80 00 84 84 46 06 f4
80 06 04 84 46 06 ca
80 60 B4 84 46 86 f4
80 66 64 84 46 06 77

80 00 B4 84 46 06 f4
80 00 04 84 46 06 f4
80 66 84 84 46 86 f4
80 606 10 20 01 od b8
70 73 34 ¢2 eb 00 1c
01 6d b8 85 a3 00 42
21 66 61 00 01 60 01

AN TN 16 AA A0 0D oA
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o Patches: to resolvers, name-servers, registrars

o Deploy DNSSEC — correctly... [and fix it, toor?]
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Still patching after all these years...
* All attacks: real, practical, validated (by others too)
* Resolvers

* (Smart) pseudo-random port allocation (see paper)

* Prepend random-length prefix to referral queries

e Name servers:

* Append random RR
e Or send random value of EDNS buffer size from NS

* But...advanced frag attacks may change checksum field — see
Esorics’13 paper

* FEither: small (non-frag) limit on EDNS (use TCP)

* Registrars: Limit length of subdomain responses
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Or... can we just use SSL./TLS ?

* Tempting: forget DNS, just use secure connection!
* Using secure connection is a good idea, sure

e But not combplete solution:
p

e Jsweb’s PKI secure? Hmm...

e (Overhead
* Unrealistic to expect all web to be fixed
* Phishing

e Denial-of-service

* Non-web applications: SMTP, P2P, ...
Even security: e.g.: blacklists, SPF, DKIM...
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PNSSEC, the time has come!

* 'These patches are too much, too complex, and:

*  Maybe there’s another vulnerability/attack?
* And what about MitM attacker? Like, is BGP secure?

* And... who said they’ll sufficer?
* We say: time to propetrly use DNSSEC

* But... some improvements may be needed, too
* Abolish (insecure) NSEC3 OPT-OUT
* Add crypto-agility, esp. critical to adopt ECDSA !
*  Mote... See our paper on this (and/or talk to us ©)
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Questions ?

Thank you!

Herzberg and Shulman: pNsSsEC, the time has come!



